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CHAPTER1 INTRODUCTION

AXIMCom'’s Mobile Router Series is designed for network heavy users, renters, mobile offices, outdoor hotspots

and anyone using 3G/4G as a replacement for a fixed line connection. By simply connecting a 3G/4G modem,

you can create a mobile broadband anytime anywhere for a group of users and devices to share. Since the

mobile broadband is shared, the ‘cost per user/device’ is then consequently reduced. Furthermore, AXIMCom's

Mobile Router Series also supports 802.11n technology, so you can enjoy the fastest and farthest wireless

coverage! The higher-end models, AXIMCom’'s MR-108N and MR-216NV, are further equipped with additional
functions/capabilities such as IDBM (Inteligent Bandwidth Management), TurboNAT, VPN and MRTG

functionalities, providing smooth/efficient bandwidth sharing and ease of network management

1.1 BENEFITS

True Mobile Broadband Sharing (Support 3G/4G + 802.11n + xDSL/cable modem)

AXIMCom Mobile Router supports multiple broadband technologies, including 3G/4G, 802.11n and
xDSL/cable modem. You can create a mobile broadband using a 3G/4G modem or switch to fixed line
connection using xDSL/cable modem. It also supports the latest 802.11n technology, offering a true mobile

broadband sharing solution!

Complete 3G/4G Modem Support
AXIMCom Mobile Router provides complete support for all major 3G/4G USB modems. Simply use your
existing 3G/4G modem and service provider to create a mobile broadband sharing environment. (Find our

compatibility at the end of the user manual.)

Energy Saving
With the low power consumption SOC chip adopted, AXIMCom Mobile Router provides a lower power

consumption ability which saves not only energy, but also our environments.

Session Manager
AXIMCom Mobile Router supports up to 60000 fast recycling sessions in order to guarantee stable network
connection and to accommodate more users/applications in the network. (Session numbers vary between

models.)

3G/4G APN and PIN Code Support
AXIMCom Mobile Router supports 3G/4G APN and PIN code in order to prevent unauthorized access to

your Mobile Router and increase the security levels of your mobile broadband.

Universal Repeater
With the use of the University Repeater function, AXIMCom Mobile Router can enlarge your wireless

coverage and eliminate dead spots in just a few steps. Hence, this allows users to be free from the hassles
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from the extremely complicated WDS settings. (Note: you need at least 2 units to use this function.)

iDBM - Intelligent Bandwidth Management(Applied to MR-108N and MR-216NV Only)

Enabled with AXIMCom's patent-pending iDBM technology, AXIMCom Mobile Router's two highest level
models, is able to automatically monitor your bandwidth usage, prioritize traffic, and allocates bandwidth
to all applications and users. At the same fime, it also is able to provide users with the freedom to customize
their bandwidth allocatfion to meet their desired special requirements. In short, iDBM is able to grant a

smooth and efficient network sharing system no matter the circumstances or usage scenario.

TurboNAT (Applied to MR-108N and MR-216NV Only)
Embedded with the TurboNAT Engine, AXIMCom Mobile Router’'s two premium models, are able to

increase NAT throughput to 95Mbps and achieve 225% the performance of traditional NAT.

MRTG Monitoring (Applied to MR-108N and MR-216NV Only)
Providing Throughput and Session MRTG graphs within the Graphic User Interface, this allows users to

monitor bandwidth usage without difficulty and manage the network with total convenience and ease.

2WAN Load Balance and Failover (Applied to MR-216NV Only)
AXIMCom Mobile Router Series's MR-216NV model supports load balancing and failover functions between

fixed line (xDSL/cable modem) and 3G/3.5G/3.75G, offering non-stop network connectivity.

PPTP and IPsec Server (Applied to MR-108N and MR-216NV Only)
With PPTP server enabled, this function provides a secured data connection in the most convenient way for
the MR-108N and MR-216NV. MR-108N and MR-216NV are also enabled with IPSec server to provide

enterprise level data security.

1.2 PACKAGE CONTENT

One AXIMCom 3G/4G Mobile Router
One User Manual CD

One Quick Installation Guide

One Power Adaptor

One Detachable Dipole Antennas



CHAPTER?2

2.1 PANEL LAYOUT

2.1.1 Front LEDs (right to left)

HARDWARE INSTALLATION

LED Function Color Status Description
On The LAN port is linked
LAN(1,2,3,4) |LAN . .
. Green Off The LAN port is not linked
@ @ @ @ Activity
Blinking Data is being transmitted via the LAN port
WAN (1) On The WAN port is linked
WAN
. Green Off The WAN port is not linked
Ob Activity
Blinking Data is being transmitted via the WAN port
WLAN Wireless - On Wireless connection is enabled
o~ . reen
L Activity Off Wireless connection is disabled
Oon USB device is working.
STATUS Router Off No USB device is detected.
ﬁ status Green Fast Blinking |USB device is being initialized or is being ejecting
indication System is booting up and will turn off after booting.
Slow Blinking|Please contact AXIMCom if the LED is continuous in this

status.




Buttons Description

WLAN On/Off|The button for turn on/off the wireless radio.

EJECT The button for ejecting the USB 3G/4G modem safely, not for WPS setting.

Reset Press the “WLAN On/Off" and “EJECT” button at the same time for 3 seconds. Then, AXIMCom
ese

Mobile Router will restart automatically and reset the settings to factory default.




2.1.2 Rear Panel (right to left)

Ports Description

Power Power inlet

WAN The port for connecting your xDSL or Cable Modem

LAN The ports for connecting your computers, printer or other devices for making a wired connection
USB The port for connecting your USB 3G/4G modem




2.2 PROCEDURE FOR HARDWARE INSTALLATION

LED LAN WLAN | WAN | STATUS =

Indication | ARBQD | T | Q| £

U — .
TR
m

o—— | — |LAN| |WAN”POWERI

2.2.1 Power On

Take the provided power adapter. Plug one end infto Mobile Router’s DC power port and the other end into a
power outlet. AXIMCom Mobile Router’s STATUS LED will be blinking and soon enter the working mode when its
STATUS LED is off.

2.2.1 Setup LAN Connection

Take an Ethernet cable. Plug one end of the cable info your computer’s network port and the other end into
one of AXIMCom Mobile Router’s LAN ports.

2.2.2 Setup WAN Connection

Choose how to connect AXIMCom Mobile Router to the Internet.
A: Connecting via 3G/4G: please plug the 3G/4G USB modem into Mobile Router’s USB port.

B: Connecting via xDSL or cable modem: take another Ethernet cable. Plug one end of the cable into one of
your modem'’s LAN ports and the other end info AXIMCom Mobile Router's WAN port.



CHAPTER3 NETWORK SETTINGS FOR YOUR PC

Before using the AXIMCOM Mobile Router, you have to configure your network settings in your computer. You

can either use DHCP or Static IP for your TCP/IP Settings.

* DHCP is recommended due to ifs relative ease in configuration.

3.1 FOR WINDOWS XP USERS

1. Select Start > Settings > Network Connections

2.  Click on Local Area Connection and choose Properties. You will now see the following screen.

—L Local Area Connection Properties

General | g thentication | Advanced

Connect using

E& D-Link DFE-R30T= PCI Fast Ethernet Adapter rev.B)

Thiz connection uzes the following items:
W B Cliery for Microsaft Metworks
[ B File znd Frinter Sharing for Microzoft Metbwor:s

v @ (05 Packet Scheduler
gy Internet Protocal [TCPAIP)

Dezcription

Tranzmizgicn Control Protocaol/ntemet Protocol. The default
wide area retwork, protocol that provides communization
acroszz diverse interconnected network s,

[ Show iconin notification area when connected

QK Cancel

3. Select Internet Protocol (TCP/IP) for your network card.

4.  Click on Properties. You will see the following screen.



Internet Protocol (TCP/IP) Properties

General | Alemae Configuration

You can get 1P zettings azsigned autamatically if paur network, supports
thiz capability. Othemwize, you need to azk pour network. adwinistrator for
the appropriate IP zettings,

(=) btain an IF address automaticali

(" Uge the folowing IP address:

(%) Obtain DM3 server addiess automatically

(1 Use the falowing NS server addreszes:

Advanced..

[ Ok J[ Cancel J

5. Enable DHCP or Static IP:

) To use DHCP

Select Obtain an IP Address automatically and Obtain DNS server address automatically.

Then click OK. AXIMCom Mobile Router will now assign an IP address to your computer.

® To use Static IP

Select Use the following IP address and enter the followings.

IP address: 192.168.1.x  (x could be from 2 ~ 254)

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1

Now select Use the following DNS server addresses and enter the following.

Preferred DNS server: 192.168.1.1. Then click OK.

6. You have now finished the network seftings for your computer. Please go to Chapter 4 to confinue.



3.2 FOR WINDOWS 2000 USERS

1. Select Start > Settings > Network and Dial-up Connection

2. Right click on the Local Area Connection and select Properties. You will see the following screen.

Local Area Connection Properties E

General 1

Connect using

‘ B8 SMCEZ Card 104100 [SMC1211T)

Campanents checked are uzed by thiz connechian:

I f]. Cliesit for Microsoft MNetwaorks
v ,:3 File: and Printer Sharing for Microzoft Metwarks

W | riternet Pratocal [TCRAR]

Inztall... I I rinztall Froperties

Dezcrption

Transmizsicn Control Protocol/ntemet Protocol. The default
wide area retwork protocol that provides communization
across diverse interconnected networks.

™ Show icor in taskbar when connected

0K Cancel

3. Select the Internet Protocol (TCP/IP) for your network card.

4.  Click on Properties. You will see the following screen.



Internet Protocol {TCP/IP) Properties

General

You can get IP zettings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

¢ Dbtain an |Paddress automatically

" Use the folowing IP address:

l
|
l

¢ Obtain DNS server address automatically

1 Use the folowing DNS server addresses: -

l

DK I Cancel I

5. Enable DHCP or Static IP:

® To use DHCP

Select Obtain an IP Address automatically and Obtain DNS server address automatically.

Then click OK. AXIMCom Mobile Router will now assign an IP address to your computer.

® To use Static IP

Select Use the following IP address and enter the followings.

IP address: 192.168.1.x  (x could be from 2 ~ 254)

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1

Now select Use the following DNS server addresses and enter the following. Preferred DNS server: 192.168.1.1

Then click OK.

6. You have now finished the network setftings of your computer. Please go to Chapter 4 to continue.



3.3 FOR WINDOWS 98/ME USERS

1. Select Start > Settings > Network. You will see the following screen.

Network EIE|

Canfiguraton l Identification ] Access Cantral ]

The foll>wing network components are installed:

5~ NelBEU -» FCI Fast Ethernet adapiar =]
W NetBELUI -» Dial-Up Adapter

[ MetBEU -» Dial-Up Adapter #2 (VPN Sunoor

Y TCF/IF -> PC| Fast Ethernet Adapter
[ TP -> Dial-lJp Adapter

- TCRAP -» Dial-Up Adapter #2 (7PN Suppod)

L™ File and printer sharing for Metware Metworks -

1] | r

A, Remowve ‘ Froperties

2.  Select TCP/IP -> PCI Fast Ethernet Adapter for your network card.

3. Click on Properties. You will now the following screen.

TCP/IP Properties EH E3
Bindings | Advanced | NetBIOS | DNS Configuration |
Giataway | WS Conliguration IP Address

An |F address can be automatical vy assigned to this computer. If
wour nework does not automatically assign IF addresses, askyour
netwark administrator for an address, and then type itin the space
el oy,

= Dhtain an IP address automatically

" Bpecify an IP address:

4. Enable DHCP or Static IP:

() To use DHCP

Select Obtain an IP Address automatically.

Then click OK. AXIMCom Mobile Router will now assign an IP address to your computer.



® To use Static IP

Select Specify an IP address and enter the followings.
IP address: 192.168.1.x  (x could be from 2 ~ 254)
Subnet mask: 255.255.255.0

Now click on Gateway tab. You will see the following screen.

TCP/IP Propenties

Birdings | Advaiced | NetglOs |
DNS Configuration  [atrway I WINS Configuration I IF Address ]

The firzt gateway in the Installed 13 ateway list will he the defanlt
The address order in the list will be the order in which these
machines are used.

New gateway:

192.168.1.1 | Add

Enter 192.168.1.1 in New Gateway, and click Add.

Now click on the DNS Configuration tab. You will see the following screen.

TCP/IP Properties EHE
Giateway l WS Configuration ] IF Address ]
Bindings | Advanced | NetBIOS DNS Configuration
" Disable DNS

& Enable DMN3

Host: Darnain:

DOMNE Server Search Order

d . . D Add ‘

Enter 192.168.1.1 in DNS Server Search Order and click Add.

Then click OK.



5. You have now finished the network settings of your computer. Please go to Chapter 4 to confinue.

3.4 FOR WINDOWS7 USERS

1. Select Start > Control Panel > Network and Internet> Network and Sharing Center >Change Adater
Settings

2. Click on Local Area Connection and choose Properties. You will now see the following screen.

"

4 Local Area Connection Properties ‘ ﬁ
Metworking |

Connect using:

¥ Reattek RTL8168CIF)/8111C(P) Famity PCI-E Gigabit Ethe

This connection uses the following tems:

& Cliert for Microsoft Networks
@GDS Packet Scheduler
.@ File and Printer Sharing for Microsoft Networks

b |ntemet Protoegl YWersion b bl
(= Intemet Protocal Version 4 (TCP/1Pv4) |

v i Link-Layer Topology Discovery Mapper [0 Driver
i Link-Layer Topology Discoveny Responder

Imstall... Uninst

w
[u]

Properties ]

Description

Transmission Control Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

oKk || cancel

b s

|

3. Select Internet Protocol (TCP/IP) for your network card.

4,  Click on Properties. You will see the following screen.



" e ———— Bl
Internet Protocol Version 4 (TCP/IPvd) Properties | o |
_—#

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically

i1 Use the following IP address:

IF address:
Subnek rask:

Diefault gateway:

i@ Obtain DNS server address automatically

i1 Use the following DMS server addresses:

Preferred DNS server:

Alkernate DMS server;

Yalidate settings upaon exit

[ aK ][ Cancel ]

5. Enable DHCP or Static IP:



CHAPTER4 ACCESSING TO AXIMCom MOBILE ROUTER

For Windows XP/2000 users, your computer should have obtained an IP address affer configuring the network

settings on your computer. Now you need to configure your AXIMCom Mobile Router.

4.1 START-UP AND LOG-IN

Open your WEB browser. In the address box, enter [HTTP://192.168.1.1:8080]

- Address | hetp:f/192.168.1.1:8080]

When you successfully connect to the configuration interface for AXIMCom Mobile Router, the login screen will
pop up. Enfer your username as [admin] and your password as [admin]. You will now see the start page of
AXIMCom Mobile Router.

(=
a\ K |
Al
User name: ﬁ admin v
Password: secos

[[Jremember my password

[ OK ][ Cancel ]



http://192.168.1.254/




CHAPTERS BASIC SETTINGS

5.1 WAN SETUP

1. Click on [Setup] - [WAN] tab. You will see the following screen.

Setup - WAN

~WAN 1

AR

Connection Type

todem Brand

Modem wodel

APM Type

Location

Senice Provider

Access Point Mame (APN)
Persanal [dentification Mumber (PIM}
Authentication

LIser Marme

Password

Dial Mumber

Connection Mode

FPF Connection Type
Max ldle Time

FFPP Echo Interal

PFP Retry Threshald
Mohila YWAN MTL

TurhaLink (Enahle it might increase your 3G data charge)

(*)Enahle O Disahle

3GM4G Mobile Internet

Auta w

Autn v

) gewice Provider O Wanual
Tabwan v

Chundbvwa Telecamn  »

internet

CHAP (Auto) »

YOz

Auto b

O keep slive O Cn Demand
Seconds (BO~3600%

1497 Seconds 3 ~50)

20 Time(s) (3 ~&0)

Q¥ Bytes (582-1492)

2 Enable O Disakle

Save Settings ]| Cancel Changes




2.  WAN Seftings:

AXIMCom Mobile Router supports six connection types: DHCP, Static, PPPoE, 3G/4G Mobile WAN, Windows

Mobile/Google Android phones/iPhone and HSPA+ Super Speed. Please ensure which connection type should

be used, and select your internet connection type from the pull-down menu.

~WAN 1

WAM

Connection Type
Moderm Brand
Moderm Model

AP Type

Location

® Enable O Disable

: 33/4G Mobile Internet

DHCF

Static IP

FFPPoE

3GMG Mohile Internet

Windows Mohile f Google Android Phones
HEPA+ Super Speed

Taivwan w

Whatever WAN connection type you have chosen, AXIMCom Mobile Router will get a WAN IP and this IP will be

shown in the setting page as bellow.

If “Not Connected” shows up in the setting, you should check the WAN settings again to get correct connection

n 101172

OThu. 01 Jan 1970 00:07: 14

@ G

Drorwinload
1.36 KBi=
Upload

34 Bz

%15 plugin is required to display the graphs



5.1.1 DHCP (automatic IP address assignment)

The IP address is automatically assigned to you by your ISP. You will see the following screen when you choose
DHCP.

Setup - WAN

~WAN 1
WA & Enable O Disable
Connection Type DHCP )
Host Mame
ML 1500 Bytes
Bigpond Login (O Enable @ Disable
Bigpond Login Server
Bigpond Login User Mame

Bigpond Login Password

WAN Select Enable/Disable to enable/disable WAN

Connection Type | DHCP

Some ISP and DHCP servers ask for the Host Name of the DHCP client before

Host Name o ) )

assigning an IP address. In this case, please key in your Host Name.
MTU Maximum Transmission Unit
Bigpond Login If you are using “Bigpond” system, please enable this item

Bigpond Login )
Please choose the Bigpond server.
Server

Bigpond Login ) )
Please enter your User Name provided by Bigpond
User Name

Bigpond Login ) )
Please enter your Password provided by Bigpond

Password




5.1.2 Static (Fixed IP address assignment)

The IP address, subnet mask, gateway, and DNS server are provided by your ISP.

Please enter the information accordingly.

Setup - WAN

~WAN 1

WA
Cannection Type

External IP Address

@ Enable O Disable
Static IP v

10.1.1.25

Metrmask 25525525450 v
Gateway 10.1.1.254
Static DME A 10.1.1.254
Static DMNE 2
ML 14500 Bytes
Save Settings ” Cancel Changes ]
WAN Select Enable / Disable to enable/disable WAN.

Connection Type

Static IP

External IP Address

The external IP addresses offered by the ISP.

Netmask The netmask offered by the ISP.
Gateway The gateway offered by the ISP.
Static DNS 1 The static DNS 1 offered by the ISP.
Static DNS 2 The static DNS 2 offered by the ISP.
MTU Maximum Transmission Unit

20



~WAN 1

5.1.3 PPPOE (connected by username/password)

If your ISP provides the username and password, please enter the information accordingly.

WA

Connection Type
Authentication

ser Mame
Fassword

FPP Cannection Type
Mz 1dle Time

FPF Echo Interval

FPP Retry Threshald

® Enable O Disable
PPPOE ™

CHAP (AUt} |

Provided by
your ISP

SES NN EEN NS ERENY
® Always Connected ' on Demand
Seconds (B0~3600)

20 Seconds (3 ~ a0}

20 Time(s) (3 ~40)

FFF MTL 1492 Bytes (592-1490
ML 1400 Bytes (GO0~15007%
WAN Select Enable/Disable to enable/disable WAN

Connection Type

PPPOE

User Name The user name offered by the ISP.
Password The password offered by the ISP.

PPPoE On Demand will only be activated when there is traffic. When there is
On Demand:

Max Idle Time

no fraffic within max. idle time (default: 300 seconds), PPPoE will be

disconnected.

Keep Alive

PPPOE Keep Alive will maintain the PPPoOE dial up connection.

PPPoE Echo Interval

PPPoE echo will ensure whether the link is still up or not (default interval 20

seconds)

PPPoE Retry Threshold

When PPPoOE echo retfry exceeds PPPoE Retry Threshold (default 20 times),
the dial up connection would be recognized as down.

PPPoE MTU

PPPOE maximum transmission unit: up to 1492 bytes (PPPoE’'s headeris 8

bytes) (This value should be less than MTU value at least 8 bytes ).

MTU

Physical Device Maximum Transmission Unit
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5.1.4 Mobile WAN (connected by information related to what your ISP needs)

Please enter the APN, PIN code, user name, and password provided by your ISP. (Please note that some

information might not be needed.)

Setup - WAN

~WAN 1

WAR

Connection Type

todem Brand

Modem wodel

APM Type

Location

Serice Provider

Access Point Mame (APM)
Persanal [dentification Mumber (PIM)
Authentication

LIser Marme

Fazsword

Dial Mumber

Connection Mode

FPF Connection Type
Max ldle Time

FFPP Echo Interal

PFP Retry Threshaold
Mohila YWAN MTL

Turhalink (Enable it might increase your 3G data charge)

(*)Enahle ' Disahle

3GM4G Mobile Internet

Auto w

Autn v

© gewice Provider O Wanual
Tabwan v

Chundghwa Telecomn  »

internet

CHAP (Auto) |

YOz

Auto hd

O keep slive O Cn Demand
Seconds (BO-~3600%

1497 Seconds 3 ~50)

20 Timer(s) (3 ~ &0}

Q¥ Bytes (582-1492)

) Enakle O Disahle

Save Settings ] | Cancel Changes
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WAN

Select Enable/Disable to enable/disable WAN

Connection Type

Mobile WAN

Modem Brand

Choose the modem brand you use. You can keep it as Auto for automatic

detection.

Choose the modem model you use. You can keep it as Auto for automatic
Modem Model )

detection.

Choose By Service Provider for specifying the ISP you use, or otherwise choose
APN Type ) )

Custom to assign desired APN.
Location Choose your location.

Service Provider

Choose your service provider and the Access Point Name (APN) will be

automatically assigned.

Access Point Name (APN)

Enter APN string offered by the ISP if you select Custom for APN Type (keep it
empty if your ISP doesn’t need it).

Personal Identification

Enter PIN code offered by the ISP (keep it empty if your ISP doesn’t need it).

Number (PIN)
User Name The user name offered by the ISP (keep it empty if your ISP doesn’t need it).
Password The password offered by the ISP (keep it empty if your ISP doesn’t need it).

Dial Number

Enter Dial Number offered by the ISP (default *99***1#).

On Demand:

Max Idle Time

PPPoE On Demand will only be activated when there is traffic. When there is
no traffic within max. idle time (default: 300 seconds), PPPoOE will be

disconnected.

Keep Alive

PPPOE Keep Alive will maintain the PPPoOE dial up connection.

PPPoOE Echo Interval

PPPOE echo will ensure whether the link is sfill up or not (default interval 20

seconds)

PPPoE Retry Threshold

When PPPOE echo retry exceeds PPPoE Refry Threshold (default 20 fimes), the

dial up connection would be recognized as down.

PPPoE MTU

PPPOE maximum transmission unit: up to 1492 bytes (PPPoE’s header is 8 bytes).
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5.1.5 Windows Mobile / Google Android Phones / iPhone

Please note that this function is not supported for MR-105NL in the pre-installed software.
User may get this function via paid upgrade.
Please visit our website for details, http://tw.aximcom.com/upgrade

If you want to share your 3G/3.5G network via your Windows Mobile phone, Google Android Phones or iPhone,

you have to choose this WAN connection type in the AXIMCom Mobile Router.

After connecting your phone and AXIMCom Mobile Router with USB, you need to enable “Internet Sharing” or

“Mobile Network Sharing” function in your Windows Mobile phone, Google Android Phones or iPhone

~WAHN 1
VAN & Enable O Disable
Connection Type Windows Mabile f Google Android Phones |«
Host Mame
ML a1z Bytes
TurboLink (Enahle it might increase your 3G data charge) 2 Enable @ Disable
WAN Select Enable/Disable to enable/disable WAN
Connection i , )
Windows Mobile / Google Android Phones
Type
Some ISP and DHCP servers ask for the Host Name of the DHCP client before
Host Name o ) )
assigning an IP address. In this case, please key in your Host Name.
MTU Maximum transmission unit
rurbolink Enable “Turbolink” to improve the connection speed and stability. (Please note that
urbolin
Turbolink function might increase your 3G data charge)
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5.1.6 HSPA+ Super Speed

If you using HSPA+ super speed modem, please choose this WAN connection type. Please enter the APN, PIN

code, user name, and password provided by your ISP. (Please note that some information might not be

needed.)
WAN 1
WUAR (*)Enable (U Disable
Zaonnection Type HEPA+ Super Speed v
Modem Brand Alto w
Modem Model Auto |
APR Type ¥ Serice Provider 0 Manual
Location Taiwan v
Service Provider Chunghwa Telecaom  w
Access Paint Mame (AP M) internet

Fersonal dentification Mumber (PIR)

Connection Mode Autn w
WAR MTL 1500 Bytes
Bigpond Login L' Enable ‘= Disahle

Bigpond Login Semer
Bigpond Login User Mame
Bigpond Login Passward

TurhaoLink (Enahle it might increase your 3G data charge) 2 Enable O Dizahle
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WAN

Select Enable/Disable to enable/disable WAN

Connection Type

HSPA+ Super Speed

Modem Brand

Choose the modem brand you use. You can keep it as Auto for
automatic detection.

Choose the modem model you use. You can keep it as Auto for

Modem Model
automatic detection.
Choose By Service Provider for specifying the ISP you use, or otherwise
APN Type ) .
choose Custom to assign desired APN.
) Choose your location. If not available in the list, please choose [custom]
Location

and enter setting values(APN, PIN) manually

Service Provider

Choose your service provider and the Access Point Name (APN) will be

automatically assigned.

Access Point Name (APN)

Choose By Service Provider for specifying the ISP you use, or otherwise
choose Custom to assign desired APN.

Personal Identification
Number (PIN)

Please enter PIN code

Connection Mode

Choose your connection mode, Please choose AUTO mode.

WAN MTU

Maximum transmission unit

Bigpond Login

If you are using "Bigpond” system, please enable this item

Bigpond Login Server

Please choose the Bigpond server.

Bigpond Login User Name

Please enter your User Name provided by Bigpond

Bigpond Login Password

Please enter your Password provided by Bigpond

Turbolink

Enable “Turbolink” to improve the connection speed and stability.

(Please note that Turbolink function might increase your 3G data charge)
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5.2 WAN DETECT

1. Click on [Setup] — [WAN Detect] tab. You will see the following screen.

Setup - WAN Detect

~WAN Detect - WAN 1
External Connection Detection O Enable @ Disable
Detection Host (IF address or domain name)
Cetection Interval B0 Seconds
Caonnection Detection Threshold Tirmedsiil ~32%
Save Settings ][ Cancel Changes ]

2. Configure the basic settings of Load Balance following the instructions below.

External Connection
Choose Enable/Disable to enable/disable connection detection.

Detection

Detection Host Enter the IP address or domain hame of the host to be detected.
Detection Interval Detection Interval is 60 seconds

Connection The system will generate a PING packet to detect whether the connection

Detection Threshold is still connected. If the Host is not response for this threshold value, the

system is considered to be WAN lost.
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5.3 LAN SETUP

1.

Click on [Setup] — [LAN] tab. You will see the following screen.

Setup - LAN

~LAN 1
Internal IP Address

Metmask

Spanning Tree Protocal (STF)
MTL

192.168.1.1
3556 2653550  |v/
CEnable @ Disable
1500 Bytes

Save Settings || Cancel Changes |

Configure your LAN following the instructions listed below.

Internal IP Address

Please key in Internal IP Address

Netmask

Select Netmask from the selection list.

Spanning Tree
Protocol (STP)

Click Enable to avoid cyclic topology caused by incorrect
connection of your internal network. (A cyclic topology will

cause network breakdown.)

MTU

Maximum transmission unit: up to 1500 bytes.
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5.4 ROUTING SETUP

5.4.1 Routing Settings

1.  Click on [Setup] — [Routing] tab. You will see the following screen.

Setup - Routing

Routing
[Rnuting @ Enable ) Disable
— Routing Rule
m m Internal IP Range JExternal IP Range Service Port Range External interface JRouting Type m
SMTF From: From: From:25 WAMNA default
To: Ta: To:25
Delete || Modify || Up || Down

[ Save ][ Cancel ]

2.  Configure Security Seftings following the instructions below

Routing

Choose Enable/Disable to enable/disable routing policy.
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5.4.2 Add Routing Rule

1. Click on [Add] tab. You will see the following screen.

Sequence Number
Rule Name
Enable

Internal IP Range
External IP Range
Protocol

Service Port Range

External Interface

From: Tao:

From: To:

From: To:

WANT v |

Confinm ]l Cancel Changes

2. Configure the Routing rule following the instructions below.

Sequence Number

This defines the sequence of the Routing rules. If a packet fits the
conditions set by the Routing rules, the packet will then be sorted

according to the first Routing rule from the top of the list.

Rule Name

Name of the Routing rule.

Rule Enable

Enable/Disable this Routing rule

External Interface

Please select which External Interface (WANT or WAN2) you want for a

packet to go through, IF the packet fits the condition of this ACL rule.

Internal IP Range

Set up the internal IP range for this ACL rule.

External IP Range

Set up the external IP range for this ACL rule.

Protocol

Set up the protocol (TCP or UDP) for the ACL to be enabled.

Service Port Range

Set up the Service Port Range (e.g., HTTP is TCP/80) for the ACL to be
enabled.

External Interface

Please select which External Interface (WAN1 or WAN2) you want for a

packet to be routed, IF the packet fits the condifion of this Routing rule.
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5.4.3 Example

Rule Naome

SMTP outgoing routing

Enable

Enable

Internal IP Range

Blank (applied to all)

External IP Range

Blank (applied to all)

Protocol

TCP

Service Port Range

25:25 (SMTP Port:25)

External Interface

WANI

Rule Name

HTTP outgoing routing

Enable

Enable

Internal IP Range

Blank (applied to all)

External IP Range

Blank (applied to all)

Protocol

TCP

Service Port Range

80:80 (HTTP Port:80)

External Interface

WAN 2

31



5.5 DHCP SERVER SETUP

AXIMCom Mobile Router provides DHCP server service in order to offer IP addresses to the computers within a
LAN.

1. Click on [Setup] — [DHCP] tab. You will see the following screen.

Setup - DHCP

~DHCP - LAN 1
DHCF Service ® Enable O Disable
DHCP Start IP Address 1921681, 20
Max DHCF Clients 16
Leasge 1day  |v
Comain lan

[ Save Settings ” Cancel Changes

2. Configure your LAN following the instructions listed below.

DHCP Server Select Enable/Disable to enable/disable DHCP Server.
DHCP Starting IP
Address

The DHCEP starting IP addresses offered by the DHCP Server.

Max DHCP Clients | The maximum number of the IP addresses supported by the DHCP server

] Please choose lease time from the selection list. You can choose 1 Hour, 3
ease

Hours, 6 Hours, 1 Day, 3 Days, or 7 Days.

Domain Please enter the domain name.
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5.6 DDNS SETUP

DDNS (Dynamic Domain Name Service) allows an ‘“internet domain name” to be assigned to a
computer/router which has a dynamic IP address. This makes it possible for other internet devices to connect to
the computer/router without needing to trace the changing IP addresses themselves. To enable DDNS, you will

first need to sign up for DDNS services from DynDNS.org, TZO.com or ZoneEdit.com.

DDNS is useful when combined with the virtual server feature. It allows other internet users to connect to your
virfual server by using a domain name, rather than an IP address. The DDNS service helps users to locate the

right IP address by the domain name.

For example, you wish to set up a personal web server. However, you obtain a different IP address from your ISP
every time you connect to the internet. The dynamic IP address you have will cause difficulty for other internet
users to find your web server. In this case, you will need to enable DDNS, so other users can connect to you

through a fixed domain name to disregard the potential varying IP addresses behind the server.

1. Register with one of the DDNS providers (DynDNS.org, TZO.com or ZoneEdit.com) before you
configure DDNS on the AXIMCom Mobile Router.

2. Click on [Setup] — [DDNS] tab. You will see the following screen.

Dynamic Domain Name Service - WAN 1

DDNS Service *) Enable ! Disable
DDOMS Type CynDMS.arg »
Llser Mame

Password

Host Mame

Action Update |

Save Seffings || Cancel Changes |
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3.  Configure your DDNS following the instructions listed below.

DDNS Service

Select Enable to enable DDNS service.

Select Disable to disable DDNS service.

DDNS Type Select the desired DDNS service provider from the list.

User Name Enter your username

Password Enter your password

Host Name Apply for a domain name, and make sure it is allocated to you
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5.7 MAC ADDRESS CLONE SETUP

Some ISPs only allow a registered MAC address fo access to the internet. To bypass the rule, you need to set up

a cloned MAC address for AXIMCom Mobile Router using the pre-registered MAC address.

1. Click on [Setup] — [MAC Address Clone] tab. You will see the following screen.

~ MAC Address Clone - WAN 1 -
Clone Wink WA @ Enable O Dizsable

MAC Address

Save Settings ]| Cancel Changes

2. Configure your Internet Connection (WAN) MAC Clone following the instructions below.

If your ISP only grants access to a fixed MAC address, please select Enable.
Clone WAN MAC .
If your ISP does not enforce access control, please select Disable.

If the PC you use to configure AXIMCom Mobile Router is the device which
has the right MAC address to access the internet, press Get Current PC MAC
Address button. Or you can type in the MAC Address which has been

MAC Address

granted access by your ISP.
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CHAPTER6 WIRELESS SETTINGS

6.1 BASIC SETUP

Multiple SSIDs allow the ability for separate security mode and key settings to be set by users for both
convenience and increased protection. Users are able to configure their network devices to access the first SSID
with the WPA2 PSK (Pre-Shared Key) and secret key, whilst share the second SSID with WEP and the periodically
changed key for visitors. In addition, users are able to isolate these SSIDs to avoid malicious attacks and prevent
certain access for visitors using the second SSID. This then provides users an extremely convenient approach to
share the wireless access, provide access internet access for visitors, while possessing a strong security

protection system at all times.

6.1.1 Settings

1. Click on [Wireless] — [Basic] tab. You will see the following screen.

WLAN 1

iireless Connection ® Enable O Disable
Wireless Mode BIGIM Mixed |
Transmission Power 100% |+

Wireless Channel Channel B [2.437GHzZ] | w
wireless Isolation Between S8IDs O Enable @ Disable
WLAN 1 - S5ID 1

Wireless 5510 ® Enable O Disable
Wiraless S5I0 Mame AXIMCom1

Wireless SSI0 Broadeasting * Enable O Disahle
Wi-Fi Multirmedia (A @ Enable O Disable
Wireless Isolation O Enable @ Disable
Security Mode Disahle “
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Configure wireless settings following the instructions below.

Wireless

Connection

Select Enable if you would like to turn on the wireless signall

Select Disable if you would like to turn off the wireless signal.

Wireless Mode

Select the wireless mode for 802.11b/g/n or mixed use.

Transmission

Power

Select the transmission power class from 10%, 25%, 50%, 75%, and 100%.

Wireless Channel

Select which channel to be located to.

Wireless Isolation

Between SSIDs

Select Enable if you would like to omit the access from one SSID to another.

Select Disable if you would like to allow the access from one SSID to another.

37



6.1.2 SSID Settings

Users are able to configure each SSID with its own attributes. Further, various security modes are available based
on the user’s needs and preference: Disable, WEP, WPA Pre-Shared Key, WPA, WPA2 Pre-Shared Key, and WPA2.

However, it is important to note that all devices under the wireless network must use the same security mode.

You can configure the security settings of your wireless network to suit your desired preference. Different
methods will grant different levels of security. Using encryption - data packet is encrypted before transmission -
can prevent data packets from being infruded on by un-frusted parties. However, please note that the higher

the security level is, the lower the data throughput becomes.

1. Click on [Wireless] — [Basic] tab. You will see the following screen.

WLAN 1

Wireless Connection ® Enable O Disable
Wireless hode BIGIM Mixed |«
Transmission Power 100% |»

VWireless Channel Channel 6 [2.437TGHD] |+
Wireless Isolation Between S50 (O Enable @ Disable

WLAN 1-5SSID 1

Wireless S5ID ) Enable O Disable
Viiireless 3510 Mame AIMCam
Wireless SSI0 Broadcasting ) Enahle O Dizahle
Wi-Fi Multimedia AR @ Enable O Disable
YWireless lsolation ) Enable @ Disakle
Security Mode ‘Disable iv|

Disahle

WEP

WA PSK (Pre-Shared Key)
WLAN 1-SSID 2 WiPA (Radius)

WRAZ PSE (Pre-Shared key)
Wiiireless 351D WPAZ (Radius)
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2.

Configure SSID settings following the instructions below.

Select Enable if you would like to turn on this SSID.

Wireless SSID ) ) ) )
Select Disable if you would like to furn off this SSID.
Wireless SSID
Enter the wireless station name you would like to have.
Name
AXIMCom Mobile Router broadcasts SSID periodically. Select Enable to turn it on or
Disable fo turn it off.
Wireless SSID

Broadcasting

Enabling SSID Broadcasting brings convenience for users to find and connect
AXIMCom Mobile Router.
Disabling SSID broadcasting enhances the security by hiding SSID information.

Wi-Fi Multimedia
(WMM)

Select Enable to prioritize different tfraffic types based on their characteristics.

For example, VolIP or video traffic will have higher priorities over ordinary traffic.

Wireless

Isolation

Select Enable if you would like fo omit the access to other network devices
connecting to this SSID.
Select Disable if you would like to allow the access to other network devices

connecting to this SSID.
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6.1.3 WEP

~WLAN 1 -SSID 1

Wireless 351D

Wireless SSI0 Mame
Wireless 3510 Broadoasting
Wi-Fi Multimedia dahd)
YWiireless Isalation

Security Mode

by Index

key 1

A=

key 3

key 4

® Enable O Disable
AxICom

@ Enable O Disable

® Enable O Disable

O Enable @ Disable

WEP v

1 ]v]

The WEP keys are ASCI strings of 91 3 digits, or HEX strings of 10026 digits.)

If WEP is selected, WEP index and keys should be set manually.

WEP Key Index

WEP Key Index indicates which WEP key is used for data encryption.

WEP Key (1~4)

64-bit WEP: type 10 hexadecimal digits or 5 ASCII characters
128-bit WEP: type 26 hexadecimal digits or 13 ASCII characters.
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6.1.4 WPA Pre-shared Key / WPA2 Pre-shared Key

—WLAN 1 - SSID 1

Wireless S5ID

Wireless S50 Mame
Wireless 3510 Broadcasting
Wi-Fi Multirmedia QA
Wireless |solation

Security Mode

by

Encryption Method

® Enable © Disable
AXIMCom1

@ Enable O Disable
® Enable O Dizable
O Enable & Disable

\WPA PSK (Pre-Shared Key) |v

AES v

The keyis an ASCI string of 8-63 digits, or a HEX string of 64 digits.)

If WPA Pre-shared Key or WPA2 Pre-shared Key is selected, Pre-shared Key is supposed to be sef.

Pre-shared Key

Pre-shared Key serves as the credential for the packet encryption.

Encryption Mode

TKIP/AES are supported.
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6.1.5 WPA/WPA2

~WLAN 1-55ID 1

Wireless SSID

Wireless 5510 Mame
VWireless S5ID Broadeasting
Wi-Fi Multimedia ARk
Wilireless Isolation
Security Mode

Radius Server [P Address
Radius Server Port
Radius key

Encryption hethod

Rekey Method

Rekey Time Interval

Rekey Packet Interval

® Enable O Disable
ARIMCorm1

® Enable O Disahle
® Enable O Disable
O Enable @ Disable

YPA (Radius)

1812
AES [+

Disable (v

(The ey is an ASCIH string of 8-63 digits, or a HEX string of 64 dinits)

If WPA or WPA2 is selected, the radius server information should be set accordingly.

Radius Server IP Address

Enter the RADIUS server's IP address.

Radius Server Port

Enter the RADIUS server’s port number. The default port is 1812.

Radius Key

Enter the RADIUS server’s IP Address.

Encryption Mode

Select TKIP or AES for the packet encryption.
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6.2 ADVANCED SETUP

1. Click on [Wireless] — [Advanced] tab. You will see the following screen.

Wireless - Advanced

— Region Setting
Region
I3 Canada and Taiwan (channel 1-11) -

~ VWLAN 1
Fragmentation 2346 Bytes (256 ~ 2346)
RTS 2347 Seconds (1~ 2347
OTim 1 (1~255]
Beacon Interval 100 Millizeconds (20 ~1024]
Header Preamble Long -
TxMode Mone =
MFDL 4 = Microseconds
MSDU Aggregate Enable @ Disable
Tx Burst 2 Enable Disable
Packet Aggregate " Enable @ Disable
HT Caontrol Field Enable @ Disable
Reverse Direction Grant ' Enable @ Disable
Link Adapt Enable @ Disable
Shaort Guard Interval({Gl) @ Enable Disable
Operation Mode Mixed Mode -
HT Band Width 20040 = MHz
Block Ack Setup Automatically @ Epnable _ Disable
Block Ack Window Size 64 16 Bits (1 ~ 64)
Reject Block Ack Enable @ Dizable
MC3 Auto -

Save Settings ][ Cancel Changes




2.

Configure wireless advanced settings following the instructions below.

Region

Choose the region you are currently located.

Fragmentation

Enter the fragmentation bytes. The default value is 2346 bytes.

RTS

Enter the RTS seconds. The default value is 2347 seconds.

DTim

Enter the DTim seconds. The default value is 1.

Beacon Interval

Enter the interval to send a beacon. The default value is 100 milliseconds.

Header Preamble

Choose Long or Short header preamble.

TxMode

Choose different tfransmission mode.

MPDU

MPDU data length. The fransmission rate is increase when you choose a

larger number, but usually the max value will be 4 in the wireless card

MSDU Aggregate

A kind of packet aggregation method, it can improve the transmission

efficiency. Please make sure you Wireless card has this function supported.

Tx Burst

Some 802.11g wireless card can supported this mode, and the transmission

rate can be increased when enable this function.

Packet Aggregate

An aggregation method like A-MSDU, it can improve the fransmission

efficiency. Please make sure you Wireless card has this function supported.

HT Control Field

Choose Enable/Disable. It is useful when you need to debug the wireless

network

Reverse Direction Grant

Choose Enable/Disable. The response time can be shorter when enable this

function.

Link Adapt

Choose Enable/Disable. The function is use to dynamically change the

modulation and encode mechanism between wireless devices.

Short Guard Interval (SGI)

Choose Enable/Disable. Short Gl can improve some transmission rate, but

with less immunity when interference exist.

Operation Mode

Choose Mixed mode or Greenfield. You may choose Greenfield mode to

increase the fransmission rate when you using 802.11n wireless network only.

HT Band Width

Using HT20MHz or HT20/40MHz

Block Ack Setup Choose Enable/Disable. If your Wifi Card supported Block Ack mechanism,
Automatically it can improve the data fransmission efficiency when enable this function.
Block Ack Window Size Specify a Block Ack window size

Reject Block Ack Choose Enable to reject the request of BA from other Wireless device

MCS Select fransmission (connection) speed.
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6.3 WDS SETUP

WDS (Wireless Distributed System) enables the wireless bridging amongst several wireless devices. The bridged
devices are identified by the WDS MAC addresses.

1. Click on [Wireless] — [WDS] tab. You will see the following screen.

~VWLAN 1
WDE Mode (Repeater (AP Enabled)iﬂ
Dizabled
Repeater (4P Enabled)
Bridge (AF Disahled)
~WDS 1

WDS MAC Address

Security Mode Dizahle W

WDS 2
WDS MAC Address

Security Maode Disahle w

~WDS 3

WDS MAC Address

Security Maode Disahle w

~WDS 4
WDE MAC Address

Security Maode Disahle W

2.  Configure WDS settings following the instructions below.

Select Enable to enable WDS function.
Select Disable to disable WDS function.

WDS

Enter the MAC addresses of the other bridged wireless devices.
MAC Address [1~4]

Maximum of 4 devices are allowed to be bridged together.

*Please make sure of the following settings in order to allow WDS to work effectively:
(1) WDS bridged devices must use the same radio channel.
(2) WDS bridged devices must use the same encryption mode and encryption keys.

Please Note: If one of the above fails, WDS devices cannot communication with each other.
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6.4 UNIVERSAL REPEATER SETUP

The Universal Repeater function is similar with WDS in that it is used to essentially enlarge the area of wireless

network coverage. However, unlike WDS, Universal Repeater offers simplicity in configuration requirements, as

users only need to configure the current AP as a client, and to connect it to the second AP’s SSID (or BSSID).

However, you need to ensure that the two APs are using the same wireless channel and security mode (and key)

for Universal Repeater to work effectively.

1. Click on [Wireless] — [Universal Repeater] tab. You will see the following screen.

Wireless - Universal Repeater

~WLAN 1
Universal Repeater
Target 551D

Target BSSID (MAC)

Security Mode

) Enable ) Disable

i Disahle v

Save Settings ][ Cancel Changes

2. Configure universal repeater settings following the instructions below.

Universal Repeater

Select Enable to enable Universal Repeater function.

Select Disable to disable Universal Repeater function.

Target SSID

Enter the target SSID to connect to.

Target BSSID (MAC)

Enter the target BSSID to connect to. The BSSID is optional if you setup
the target SSID.

Security Mode

Choose the security mode the target AP uses, and enter the key if

needed.
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CHAPTERY

7.1 FIREWALL SETUP

1.

2.

SECURITY SETTINGS

Click on [Security] — [Firewall] tab. You will see the following screen.

Firewall Protection

SPI Firewall Protection

TCF 5¥M DoS Protection
[P Broadoasting Protection

ICMP Redirect Protection

(1 Enable ' Dizable
(*)Enable ' Disahle
(*)Enable ' Disakle

(#) Enable ' Disakle

Save Settings || Cancel Changes

Configure Security Settings following the instructions below.

SPI Firewall Protection

Select Enable to enable SPI Firewall Protection.

Select Disable to disable SPI Firewall Protection.

TCP SYN DoS

Protection

Check to enable TCP SYN DoS Protection.
Uncheck to disable TCP SYN DoS Protection.

TCP SYN DoS attack sends a flood of TCP/SYN packets. Each of these
packefts are like a connection request, causing the server to consume
computing resources (e.g. memory, CPU) to reply and to continuously wait
for the incoming packets. Without TCP SYN Dos Protection, the resources in
the server will be easily consumed completely. This will then consequently

result in the dysfunction of the server.

AXIMCom Mobile Router is able to detect TCP SYN DoS aftacks and limits
the resource consumpftion by lowering the incoming request rate by fast
recycling the resource. Therefore, AXIMCom Mobile Router is still able to

serve normal fraffic while it is under such an attack.
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ICMP Broadcasting

Protection

Check to enable ICMP Broadcasting Protection.

Uncheck to disable ICMP Broadcasting Protection.

ICMP broadcasting aftack is a type of DoS attacks. A flood of ICMP
broadcasting packets is generated and sent to a server (like AXIMCom
Mobile Router). Consequently, this server will suffer from a huge amount of

interruptions and consumption of computing resources.

AXIMCom Mobile Router is able to stop responding to ICMP broadcasting

echo packets in order to avoid a potential ICMP broadcasting DoS aftack.

ICMP Redirect

Protection

Check to enable ICMP Redirect Protection.
Uncheck to disable ICMP Redirect Protection.

An ICMP redirect message is a way to change the existing routfing path.
Generally, ICMP redirect packets should not be sent, and so when there is
the occurrence that ICMP redirect packets are sent, it is important to note

that it is very likely to be used as a means for a network attack.
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7.2 ACCESS CONTROL LIST (ACL) SETUP

7.2.1 ACL Settings

1. Click on [Security] — [ACL] tab. You will see the following screen.

Please do not change the parameters unless you wish to customize it by yourself.

iDBM | Access Control - ACL

~ Access Control List (ACL)

AGL & Enable O Disable
Default ACL Action @ aLLow O DENY

~ Access Control List (ACL) Rule

MSH Messenger ® From: DENY
To:
hSH Messenger x From: DENY
Ta:
ahoo! Messenger x From: DEMY
Tao:
Add

Save Settings | | Cancel Changes

2. Configure Access Control List (ACL) Settings following the instructions below.

ACL Select Enable to enable ACL.

Select Disable to disable ACL.
Default ACL Check Enable to enable a specific MAC Filter rule.
Action Uncheck Enable to disable a specific MAC Filter rule.

Type the MAC address to permit a device to access to the network.
* Enabling MAC filtering blocks all MAC addresses which are not listed in the MAC

Filter Rule. Be aware that adding the MAC address of your managing computer is

required in order fo access to AXIMCom Mobile Router.
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3. Click on [Add] tab. You will see the following screen.

Seqguence Mumber
Fule Name

Rule Enable
External Interface
Internal IP Ranige
External IP Range
Protocol

Service Port Range

Action

VUANT | »
Frorm: To
Fram To
- W
Fram To

ALLOWVY

Confirm || Cancel Changes

4.  Configure [Add Access Conftrol List (ACL)] Settings following the instructions below

Sequence Number

Rule Nome
Rule Enable

External Interface

Internal IP Range
External IP Range
Protocol

Service Port Range

Action

This defines the sequence of the ACL rules. If a packet fits the
conditions set by the ACL rules, the packet will then be sorted
according to the first ACL rule from the top of the list.

Name of the ACL rule.

Enable/Disable this ACL rule

Please select which External Interface (WAN1 or WAN2) you want a

packet to go through, IF the packet fits the condition of this ACL rule.

Set up the internal IP range for this ACL rule.

Set up the external IP range for this ACL rule.

Set up the protocol (TCP or UDP) for the ACL to be enabled.

Set up the Service Port Range (e.g., HTTP is TCP/80) for the ACL to be
enabled.

Select ALLOW / DENY -
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5. Example: Filter and block MSN usage.

For example, a company does not wish to allow employees to use MSN. The system administrator can set up an

ACL action: rejecting the traffic going out to External IP Range at 207.46.110.%/24.

Rule Name MSN Blocking

Rule Enable Enable

External Interface * (All complies)

Internal IP Range Keep it blank (All complies)

External IP Range 207.46.110.1:207.46.110.1.254 (IP address range for MSN server)
Protocol TCP

Service Port Range Keep it blank (All complies)

Action DENY
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7.3 MAC ACCESS CONTROL SETUP

1.

2.

3.

Click on [Security] — [Access Control] tab. You will see the following screen.

= MAC Access Control

MAC Access Control

Default MAC Access Caontrol Action

@ Enable ) Disable

@ ALLOW ) DENY

~ MAC Access Control Rule

Delete || Modify | Up

T N T S o

Down

Save Settings H Zancel Changes

Configure ACL Settings following the instructions below.

MAC Access Control

Choose Enable/Disable to enable/disable MAC access Control

Default MAC Access

Conftrol Action

The default ACL action of the ACL rules. When you add the individuall
rules, it can be viewed as exceptions and take effects relating to the
default action.

If the action of the adding rule is the same as the default action, then

this rule will not work.

Click on [Add] tab. You will see the following screen.

Sequence Mumber
Rule Mame

MAC

Action

ACL Enable

Static ARF Enable
Static DHCP Enable
P

ALLOW ~

Confirm ][ Cancel Changes
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Sequence Number

This defines the sequence (priority) of all the MAC ACL actions.

Rule Name Name of the MAC access rule.

MAC Set up the MAC Address to which you would like to enable the MAC ACL
action.

Action Choose ALLOW/DENY to ALLOW/DENY

ACL Enable Enable/Disable this MAC access rule

Static ARP Enable

Enable/Disable this Static ARP rule

Static DHCP Enable

Enable/Disable this Static DHCP rule

IP

The IP address corresponds to static ARP or static DHCP.

4. Example: Bind IP to a MAC

If users need to bind a IP to a specified MAC (network device), one can follow the settings as below.

Sequence

Userl
Number
Rule Name Enable
MAC 00:33:44:55:66:77
Action Allow Access
ACL Enable Enable
Static ARP Enable | Enable
Static DHCP

Enable
Enable
IP 192.168.1.100
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7.4 OpenDNS SETUP

7.4.1 OpenDNS Settings

1. Click on [Security] — [OpenDNS] tab. You will see the following screen.

Security - OpenDN 3

~ OpenDNS - VAN 1

QpenDMS Service
OpenDMS Username

CpenDMS Password

OpenDMS Label

7 Enable @ Disable

DMNS Query Redirection to OpenDMS DMS Servers Enable @ Disable

— OpenDNS - WAN 2

OpenDMS Service
CpenDMSE Username

QpenDM3 Password

CpenDMS Label

) Enable @ Disable

DMNS Query Redirection to OpenDMNS DMNE Servers Enable © Disable

[ Save Settings ” Cancel Changes

2. Configure OpenDNS Settings following the instructions below.

OpenDNS Service

Choose Enable/Disable to enable/disable OpenDNS

OpenDNS Username

Enter OpenDNS user name.

OpenDNS Password

Enter OpenDNS password.

DNS Query Redirection to
OpenDNS DNS Servers

Choose Enable/Disable to enable/disable the data flow redirect to
the OpenDNS Server. Users can get advanced content filtering

function through the sefting

OpenDNS Label

Enter the OpenDNS Label
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7.5 WEB FILTERING SETUP

1. Click on [Security] — [Web Filtering] tab. You will see the following screen.

Security - Web Filtering

Web Filtering
[Web Filtering ) Enable @ Disable
—Web Content Filtering
Activex Filtering Enable © Disable
JavallavaScript Filtering Enable © Disable
Praoxy Filtering Enable © Disable

~ VWWeb Filtering Rule

o it

Add Delete Modify Up Diown

Save Settings ” Cancel Changes

2. Configure Web Filtering Settings following the instructions below.

Web Filtering Choose Enable/Disable to enable/disable Web Filtering

Activex Filtering Choose Enable/Disable to enable/disable Activex Filtering

o Choose Enable/Disable to enable/disable Java/JavaScript
Java/JavaScript Filtering |
Filtering

Proxy Filtering Choose Enable/Disable to enable/disable Proxy Filtering




7.5.1 Added Web Filtering Rules

1. Click on [Add] tab. You will see the following screen.

Sequence Mumber
Rule Enable

Filter Keywaord
Filter Type

Action

1
]
web-page-name
url -

DENY =

Confirm ][ Cancel Changes

2. Configure Web Filtering Settings following the instructions below

Sequence Number

This defines the sequence (priority) of all the Web Filtering rules.

Rule Enable

Choose Enable/Disable to enable/disable Web Filtering rule

Filter Keyword

Enter the Keyword

Filter Type

Choose URL or Sever

Action

Select ALLOW / DENY -

3. Example: Block a URL with Keyword

If one need to block Facebook related web page, can follow the settings as below

Sequence Number
Fule Enable

Filter Keyword
Filter Type

Action

1
facebook
url -
DENY

Canfirm ][ Cancel Changes
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CHAPTER8 APPLICATIONS SETTINGS

8.1 PORT RANGE FORWARD SETUP

By activating the port range forwarding function, remote users can access the local network via the public IP
address. Users can assign a specific external port range to a local server. Furthermore, users can specify an
infernal port range associated in a port range forwarding rule. When AXIMCom Mobile Router receives an
external request to access any one of the configured external ports, it will redirect the request to the
corresponding internal server and change its destination port to one of the internal ports specified. Therefore, if

users do not wish for destination port to be changed for a request, the internal port range should be left empty.

Certain applications in a LAN are available only after activating the port range forwarding, including servers
and online gaming. When an Internet request wants to access a port, AXIMCom Mobile Router will dispatch it to
the IP specified. Due to security reasons, users are suggested to limit the use of port range forwarding, and

cancel it when the application is not used.

By enabling DMZ Host Function, you can set up a DMZ host at a particular computer exposed to the Internet. In
this way, some applications, especially online games (if the traffic port numbers of the applications are always

changing), can be easily accessed.
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8.1.1 Port Range Forward Settings

1.  Click on [Applications] — [Port Range Forward] tab. You will see the following screen.

Applications - Port Range Forward

~DMZ - WAN 1
DMz O Enable & Disable
DML IP Address
~ Port Range Forwarding
Port Forwarding ® Enable O Disahle
~ Port Range Forwarding Rule
mz-_ mr.l_m_
HTTP AN From:20 102 168.1.20 From:
ToE0 To:
HTTFS x WiFAN A TGP From:a43 192 168 120 Fram:
Toda2 Ta:
FOFE x AN TCF From:110 192 168 120 Fram:
To:110 T
FOFP3S x AN TGP From Qo8 102 168,120 From:
To:R05 Ta:
SMTP x WAN TGP From:25 162188120  From;
To25 To:
SMTFPS x WTAN TCF From a6s 192 168,120 From:
To A58 Tao:

2. Configure [DMZ] Settings following the instructions below

Select Enable to enable DMZ function.
DMZ

Select Disable to disable DMZ function.

Enter the IP address of a partficular host in your LAN which will receive all the
DMZ IP Address

packets originally going to the WAN port / Public IP address above.

3. Configure [Port Range Forwarding] Settings following the instructions below

Port Forwarding Select Enable / Disable to enable/disable Port Forwarding




8.1.2 Add Port Range Forwarding Rule

1. Click on [Add] tab. You will see the following screen.

Sequence Number
Fule Mamea

Rule Enable
External Interface
Pratacal

External Port Range
Internal IP

Internal Port Range

UJ
WANT | v
TGP v

From To

Fram To

[ confim |[ Cancel Changes

2. Configure [Add Port Range Forwarding Rule] Settings following the instructions below

Sequence Number

Rule Name

Action

External Interface
Protocol

External Port Range
Internal IP

Internal Port Range

This defines the sequences (priorities) of the port forwarding rules. If a
packet fits the conditions setup by the port forwarding rules, the packet
will then be forwarded according to the 1st rule from the top of the list.
Enter the name of the port forwarding rule.

Check/Uncheck to enable/disable this port forwarding rule.

Choose WANT or WAN2 as the External port forwarding interface.
Choose TCP, UDP or TCP/UDP for the rule to be applied.

Set up the External Port Range for the rule to be applied.

Set up the Internal IP for the rule to be applied.

Set up the Internal Port Range for the rule to be applied.
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8.2 STREAMING/VPN PASS-THROUGH

You can enhance your media streaming quality by enabling RTSP, MSS, and H.323 protocols. Moreover, VPN

Pass-through functionality can also be enabled.

1. Click on [Applications] — [Streaming / VPN] tab. You will see the following screen.

Applications - Streaming | VPN

~ Streaming
RTSP & Enable O Disable
hbAS (&) Enable O Disable

~\ideo Conference

H.323 @ Enable O Disahle
VPN

IPSec & Enable ) Disahle
FPTF (& Enable ) Disahle

Save Settings || Cancel Changes |

2. Configure [Streaming] Settings following the instructions below.

RTSP Select Enable/Disable to enable/disable RTSP

MMS Select Enable/Disable to enable/disable MMS

3. Configure [Video Conference] Settings following the instructions below

H.323 Select Enable/Disable to enable/disable H.323

4.  Configure [VPN] Settings following the instructions below

IPSec Pass-through | Select Enable/Disable to enable/disable IPSec Pass-through

PPTP Pass-through Select Enable/Disable to enable/disable PPTP Pass-through
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8.3 UPnP/NAT-PMP SETUP

1. Click on [Applications] — [UPnP / NAT-PMP] tab. You will see the following screen.

Applications - UPnP | NAT-PMP

UPHP
UPHP ® Enable O Disable
MNAT-PMP ) Enable @ Disable
UPNP Port 5555

Save Settings ][ Cancel Changes

2.  Configure [UPnP] Settings following the instructions below

UPNP Select Enable/Disable to enable/disable UPnP
NAT-PMP Select Enable/Disable to enable/disable NAT-PMP
UPNP Port Enter the number for UPnP port.
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CHAPTER9 ADMIN

9.1 MANAGEMENT

1. Click on [Admin] - [Management] tab. You will see the following screen.

Admin - Management

r Administration Interface
Language English [«]
administralar Password adsasasdddadaanaRiaRREaRa
Re-ype Fassword P TP T TP e T
Remale Management 'Enable @ Disable
Management Port HTTP 8080

" Reboot

Reboot Reboot Router |

r Configuration

Configuration Export ' Export

Detault Configuration Restore | Detault

Configuration Impord rEmva:... || Import
r Firmwrare

Firmware Upgrade Buowss...
Upgrade

Save Settings H Cancel Changes |




2.  Configure [Administration Interface] Settings based on the instructions listed below.

Language Select the language of administration Interface you wish to use.

Maximum input is 36 alphanumeric characters (case sensitive)

o * Please change the administrator’s password if the remote
Administrator Password i ) o
management is enabled. Otherwise, a malicious user can access

the management interface. This user can then have the ability to

change the settings and damage your network access.
Re-type Password Enter the password again to confirm.

Select Enable to enable Remote Management.

Select Disable to disable Remote Management

Remote Management
If the remote management is enabled, users who are not in the

LAN can connect to AXIMCom Mobile Router and configure it from

the Infernet.

Management Port HTTP port which users can connect to. (default port is 8080)

3. Configure [Configuration] Settings based on the instructions listed below

Configuration Export Click Export to save your current configuration settings in a file.

Default Configuration

Click Restore to recover the default system settings.
Restore

Configuration Import Click Browse and Import to load previous configuration settings.

4.  Configure [Firmware] Settings based on the instructions listed below

Firmware Upgrade Click Browse and Upgrade to upgrade the firmware.
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9.2 SYSTEM UTILITIES

1. Click on [Admin] — [System Utilities] tab. You will see the following screen.

Admin - System Utilities

— Ping
Interface -

Target Host

Mumber of Packets 4 Packets (1 ~10]

Ping ' Ping |

~ ARPing (Within the same broadcasting domain)
Interface WAR" -

Target Host

Mumber of Packets 4 FPackets (1 ~10]

ARPing  ARPing |

— Trace Route
Interface -

Target Host

Hop Count 4 Counts (1~ 18]

Trace route Trace Route

: Save Settings Cancel Changes )



2. Using the [ping] tool based on the instructions listed below

Interface
Target Host
Number of Packets

Ping

Select the interface that use to ping to, ie. LAN, WAN.
Enter the IP address to ping to

Specify the number of the ICMP packets to send out

Press the tab to start the “ping” actions

3. Using the [ARPing] tool based on the instructions listed below

Interface
Target Host
Number of Packets

ARPIng

Select the interface that use to ARPing to, ie. LAN, WAN.
Enter the MAC address to ARPing fo

Specify the number of the ARP request packets to send out

Press the tab to start the “ARPing” actions

4. Using the [Trace Route] tool based on the instructions listed below

Interface
Target Host
Hop Count

Trace route

Select the interface that use to ARPing to, ie. WANT, WAN2.

Enter the destination IP address / domain name to frace

Specify the Hop number you need to frace

Press the tab to start the “Trace Route” actions
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9.3 TIME SETUP

1. Click on [Setup] - [Time] tab. You will see the following screen.

Setup - Time

~ Time Synchronization

Time Synchronization @ Enable Dizable
Time Server Type @ Time Server Pool Manual
Time Server Area Automatic -

Time Server IP Address

Time Zone

UTC+08:00 Taiwan, China, Hong Kong, Western Australia, Singapore -

Periadic Synchronization @ Enable Disable

Synchronization Interval Every Day -

Action Update

| Save Settings || Cancel Changes |

2. Configure [Time] Setftings based on the instructions listed below

Time Synchronization Select Enable/Disable to enable/disable Time Synchronization

Select Time Server according to your location. You can choose

Time Server from Automatic, Asia, Europe, North America, South America, or
Africa.
] Select Time Zone according to your location. (Daylight Saving
Time Zone ) . . .
Time has been calculated and included in the selection).
Periodic ) ) o o
o Select Enable/Disable to enable/disable Periodic Synchronization
Synchronization
Synchronization Select from Every Hour, Every 6 Hours, Every 12 Hours, Every Day,

interval and Every Week.




CHAPTER10 STATUS

You can access and view all the system information regarding AXIMCom Mobile Router from here.

10.1ROUTER INFORMATION

1. Click on [Status] — [Router] tab. You will see the following screen.

Router Information

model Mame AxIMCom Product
Firmware Yersion 2.0.0(M.1)
License Unautharized(d)
current Time Mon, 08 .Jun 2009 19:56:54
Running Time A hours, 20 mins
WAN 1

MAC Address 00:0C:43:30:82:77
Connection Type hppoe

IP Address 118.166.47 .8
Subnet Mask 32

Gateway B1.217.32.294
LAN1

MAC Address 00:0C: 433006210
IP Address 192.168.1.1
Subnet Mask 24

DHCF Service Enabled

2. Router Information

Model Name Product model name is shown.
Firmware Version The firmware version this device is running.
) “Authorized” should be shown. If “Unauthorized” is shown, please contact the
Heense seller or AXIMCom for a replacement.
Current Time Current system time

Running Time The period of fime AXIMCom Mobile Router has been running.



LAN

MAC Address MAC Address

IP Address Internal IP Address

Subnet Mask The number of subnet mask in the internal network
DHCP Service DHCP service enabled or disabled

DHCP Start IP Address | DHCP Start IP address

DHCP End IP Address DHCP End IP address

The maximum IP addressed which can be assigned to PCs connecting to the
Max DHCP Clients

network

Wireless Network
Wireless Mode Access Point
Wireless SSID SSID of this Wi-Fi station
Wireless Channel Wireless Channel in use (default is 6)
MAC Address MAC Address

WAN
MAC Address MAC Address
Connection Type The current connection type (PPPoE, Static IP, and DHCP)
IP Address WAN IP Address
Subnet Mask Number of subnet mask.

Gateway IP address of the gateway



10.2USER/DHCP

1.

Click on [Status] — [DHCP] tab. You will see the following screen.

Status - User

—DHCP Table (3 users)

oiba
macde-ibook-g4

eaehp

192.162.1.24 00:15:afiee:2f:bd
192.183.1.21 o0:11:2died: 211 e
192 168.1.23 00:1b:2437:0a:e3

Expiration Time

194211

1901148

21:38:48

Name DHCP client name

IP Address IP address which is assigned to this client
MAC Address | MAC address of this client

Expiration

Time The remaining fime of the IP assignment
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10.3USER/ Current

1. Click on [Status] — [Current] tab. You will see the following screen.

Status - User

~ ARP Table (11 users)
10.1.1.78 00:13:48:22:3:35 Unknown
10.1.1.77 00:13:e8:35.24:f7 Cynamic
10.1.1.68 00:1d:e0:00:e1:8b Dynamic
10.1.1.72 00:22:43:5d:4b:02 Unknown
10.1.1.81 00:08:4f.89:34:b2 Unknown
10.1.1.79 00:06:4f 82 5f.34 Cynamic
10.1.1.687 00:13:ce:8%:e1:1d Unknown
10.1.1.55 00:0f:868:fd:01:8b Dynamic
10.1.1.82 00:15:00:11:8e:71 Dynamic
10.1.1.202 00:11:d0:97:54:04 Dynamic
10.1.1.80 00:13:48:22:3:35 Dynamic

IP Address IP address assigned by Static ARP matching

MAC Address | MAC address in the Static ARP matching

ARP Type Static or dynamic




10.4LOG

1. Click on [Status] — [Log] tab. You will see the following screen.

Jan
Jan

00:18:20 UPnP-server: start [Dk]
08:18:20 MNTP-client, start [Ok]

System Log
Jan 1 00:00:07 FS-service: haoot [OK]
Jan 1 00:00:0F HOTPLUG-service: boat [Dk]
Jan 1 00:00:07 USB-service: boat [OK]
Jan 1 000011 lant s up [OK] [192.168.1.1]
Jan 1 00:00:11 License-client: boot [OK]
Jan 1 00:00:11 WEB-server: hoot [Ok]
Jan 1 00:00:12 DHCP-server: hoot [OK]
Jan 1 00:00:12 S8H-zermver: hoot [DK]
Jan 1 000012 STATS-server: hoot [OK]
Jan 1 000012 CROM-=zervice: hoot [OK]
Jan 1 000026 ACL: service [boot] Ok
Jan 1 00:00:26 TurhaMAT: hoot [CF]
Jan 1 00:00:26 wan1: down [OK]
Jan 1 00:00:27 WARG: stop [Ok]
Jan 1 00:00:27 wan2: down [OK]
Jan 1 00:00:27 WANG: stop [Dk]
Jan 1 00:00:28 MOM-server: hoot [OF]
Jan 1 00:14:51 wanZ: down [OK] ]
Jan 1 00:14:51 WARG: stop [OK]
Jan 1 001807 want: up [OK] [118.166.47.8]
Jan 1 001820 ACL: WA [service] start
Jan 1 001820 WANG: start [Dk]
Jan 1 001820 DDME-client: start [Failed)
1
1

Fefresh
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